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Abstract

In many Ciphertext-Policy Attributed Based Encryption
(CP-ABE) schemes, the level of attributes is ignored;
while the comparison based attribute encryption scheme
is not flexible enough. In this paper, an encryption scheme
based on comparative attributes is proposed. In this
scheme, users can’t only make more granular and flexi-
ble access control policies based on the level of attributes,
but also support more diverse forms of access control pol-
icy. At the same time, in order to solve the computational
pressure of the user terminal, a third-party proxy is added
to the solution to assist the user to decrypt the cipher-
text. Through the comparative and experimental data
analysis, the scheme can be better applied to multimedia
social networks.

Keywords: Comparison-Based Attribute; CP-ABE; Mul-
timedia Social Networks; Third-Party Decrypt

1 Introduction

With the development of multimedia social networks,
more and more people are willing to publish their per-
sonal life and privacy to the multimedia social network.
But the security problems caused by privacy leaking and
data authorization of social network users (hereinafter re-
ferred to as ”users”) are followed. The user uploads his or
her private data to a social network service provider, such
as the health condition of the user, travel information, and
payment (consumption) information, via a social network
provider or a third party storage agent to save the user
data. However, the social network provider and third-
party storage (or ”Cloud”) are often untrustworthy, and
they are likely to spy on the user’s private data or to leak
privacy data due to problems such as failures and mali-
cious user attacks, which leads to unnecessary problems
to the user.

In order to protect the user’s privacy, the user can en-
crypt the encrypted data and then upload the ciphertext

to the cloud; then the user uses a flexible authorization
method to share the encryption key, while users can also
specify a fine-grained access control strategy to achieve
efficient and secure data authorization. Sahai and Waters
first proposed attribute based encryption (ABE) scheme
in the [1], which can achieve fine-grained one to many au-
thorization. ABE encrypted data can not only ensure
the security and integrity of user data, but also have
good flexibility. In 2006, Goyal proposed a Key-Policy
Attributed Based Encryption (KP-ABE) and Ciphertext-
Policy Attributed Based Encryption (CP-ABE) in the [2],
and implemented the first KP-ABE algorithm. In 2007,
Bethencourt [3] and Cheung [4] implemented the CP-
ABE algorithm, respectively. After that, with the con-
tinuous development of ABE technology, has been widely
used in multimedia social networks [5–7], cloud comput-
ing [8,9], cloud storage [10,11] and electronic health man-
agement [12,13] and many other areas. At the same time,
users can use the ”Boolean expression” [14], ”and/or” ac-
cess structure [6], (t, n) threshold [15,16] and linear secret
sharing scheme (LSSS) [17], constructing a relatively flex-
ible access control policy to meet the user’s needs.

However, the current attribute-based encryption au-
thorization scheme is often used to use specific attributes,
such as the access strategy ”President AND July 1”,
which states that ”only the president has access rights
in July 1st”, in other words, Other people in this time
or ”President” in addition to this time cannot access the
data, although this is a relatively extreme example, but
it does show that most proposal is not flexible, because
”President” can be divided into ”president” and ”vice-
president”, and even more detailed division, the date is
the same reason, for these can be refined attribute autho-
rization program research is relatively less.

Therefore, the attributes can be divided into sub-
attributes according to a certain order, making data au-
thorization more in line with the actual needs. The or-
der relationship between these sub-attributes can be com-
pared. Only when the user attribute level satisfies the
access authorization policy can the data be decrypted.



International Journal of Network Security, Vol.21, No.1, PP.137-144, Jan. 2019 (DOI: 10.6633/IJNS.201901 21(1).17) 138

1.1 Related Work

After Sahai and Waters proposed ABE algorithm, ABE is
widely used in cloud storage, multimedia social networks,
health management and so on. It can be divided into
CP-ABE and KP-ABE program. The KP-ABE cipher-
text is associated with the attribute set, and the user’s
key is associated with the access structure. The cipher-
text in CP-ABE scheme is associated with the access con-
trol policy, and the user is associated with the attribute
set. As the CP-ABE scheme is more close to the ac-
tual life, it has been widely used in the fields of multi-
media, social networking and other related fields. How-
ever, most researchers do not pay enough attention to the
weight of attributes, so that the scheme can’t adapt well
to the scene of practical application. In [18], an algorithm
for transforming the threshold access strategy to LSSS is
proposed. The scheme is improved on the basis of [19],
which makes it more efficient and reduces storage space
and computation cost effectively.

In [20], an encryption scheme based on attribute com-
parison is proposed, which introduces attribute compar-
ison into attribute-based encryption, realizes the con-
straint on the scope of authorization attribute, and in-
creases the flexibility of data authorization effectively.
In [21], Liu proposed a hierarchical fine-grained attribute
authorization scheme, which implements a scheme based
on attribute weights. However, this scheme only reached
the single contrast capability, which cannot be set to
the interval attribute weights. (For example, it can only
set ”attribute weight” or ”attribute weight ¡value” (later
called ”monotonically contrast”), unable to set ”a value
¡= attribute weight ¡= a value” (after the text referred to
as ”interval contrast ”) situation).

In [22], it uses attribute weights and uses binary way
to compare, increasing the flexibility of the program.
In [23], a flexible attribute weights comparison authoriza-
tion scheme is proposed, which not only supports mono-
tonically contrast, but also supports attribute interval
(range) contrast, which makes attribute-based authoriza-
tion scheme more suitable for practical application scenar-
ios. In [24], the attributes are compared using 0-encoding
and 1-encoding encoding. In [25], the first ABE system
with adaptive safety is proposed using dual system en-
cryption. In [26], a CP-ABE scheme with multiple cen-
tral authority is proposed, which effectively improves the
computational efficiency of a single CA, and solves the
security problem caused by a single CA mastering the
global master key. In [27], a hierarchical attribute en-
cryption authorization system is also proposed, but the
system idea is to divide the user with different levels of
authorization, but the thought is different from the [21],
its main idea is to reduce the complexity of the task from
high to low so as to reduce the computing pressure of a
single institution.

1.2 Contribution

After this article carries on the analysis combined with
the development of multimedia social networks and user
needs, it found that users in the use of multimedia so-
cial networks not only needs efficient sharing authoriza-
tion mechanism, but also needs the protection of private
data security. But the current scheme lacks some flexi-
bility. Therefore, this paper proposes a multimedia social
network authorization scheme based on comparative at-
tributes, which has three contributions to the future re-
search work:

1) The proposed scheme supports monotonic access
structure and has some flexibility;

2) In considering the order of attributes can not only
be a simple comparison, it can also set the attribute
authorization order interval;

3) The ABE scheme is improved in this paper: the in-
troduction of third party auxiliary user decryption
reduces the user operation pressure. At the same
time, with half hidden access Control strategy, it be-
come more suitable for multimedia social networks.

The schematic diagram of the scheme is shown in Figure 1.

1.3 Organization

The first section of this paper mainly introduces the dis-
covery, causes and research status of the problem. In
the second section, the background knowledge related to
the scheme proposed in this paper will be introduced, so
that readers can better understand it. In section three,
a formal description of the solution model and its secu-
rity model is presented. Section 4 introduces the specific
process of the algorithm in this scheme. The fifth section
will prove the security of the proposed scheme and make
a simple comparison with other schemes proposed in the
literature. The work of this paper will be reviewed and
summarized in the last section, and a simple prospect for
future research or development direction will be carried
out.

2 Background

2.1 Bilinear Maps

Assume that G and GT are two multiplication cyclic
groups, of which the order is prime number P , g, a gener-
ator of Group G, and then a bilinear map; e : G×G→ GT
exists with the following properties [28]:

• Bilinearity: For any u, v ∈ G; a, b ∈ Zp, e(ua, vb) =
e(u, v)ab;

• Non-degeneracy: For calculation, e(g, g) 6= 1;

• Symmetry: e() is a symmetry operation, i.e.,
e(ga, gb) = e(gb, ga).
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Figure 1: Scheme diagram of the program model

2.2 q-parallel Bilinear Diffie-Hellman Ex-
ponent

Definition 1 (q-parallel Bilinear Diffie-Hellman Ex-
ponent (q-parallel BDHE)). Suppose G, GT are the
multiplication cycle of prime order p, the generator of
G is g, there are bilinear mapping e : G × G → GT ,
random selection a, s, b1, b2, · · · , bq ∈ Zp. If an adver-

sary is given y = {g, gs, ga, · · · , gaq , gaq+2

, · · · , g22q

,

(gsbj , ga/bj , · · · , gaq/bj , gaq+2/bj , · · · , ga
2q/bj ,∀1≤j≤q ),

(gasbk/bj , · · · , gaqsbk/bj ,∀1≤j,k≤q;k 6=j). It is not possible

for an adversary to distinguish e(g, g)a
q+1s ∈ GT from

other elements randomly selected from GT in probabilistic
polynomial time.

2.3 Structure of Access Structure and
Attribute Weights

2.3.1 Definition and Construction of
Comparison-Based Attributes

Based on the previous question, we construct a user
attribute level (range) derivation algorithm: In this
algorithm, the user can specify the attribute Ui ∈
U(i = 1, · · · ,m), allocate attribute range for Ui to 0 <
ui,1, · · · , < ui,j < Z, where m is the number of global
attributes and Z is the maximum value assigned by at-
tribute Ui. The attribute Ui = {ui,j , ui,t}Ui∈U indicates
that the specified range of the attribute in the access
policy is ui,j ≤ Ui,user ≤ ui,t, where Ui,user only rep-
resents the attribute value of the user (which may be
a fixed value or range, for example, ”18 o’clock” only
means that the attribute sequence a fixed value). There
are mapping of Ui → Ψ: when Ui = {ui,j , ui,t}Ui∈U is
established, Ψ({ui,j , ui,t}Ui∈U ) is established. Assuming
that the relationship is ui,user = (ui,user,j′ , ui,user,t′) ⊆
and ui,j ≤ ui,user,j′ , ui,user,t′ ≤ ui,user,t, there
are Ψ({ui,j , ui,t}Ui∈U ) ≤ Ψ({ui,user,j′ , ui,j}Ui∈U ) and
Ψ({ui,j , ui,t}Ui∈U ) ≤ Ψ({ui,j , ui,user,t′}Ui∈U ) order rela-
tionships.

Definition 2. Compare Attribute Level Operation Meth-
ods:

1) Strategy generation algorithm (Ψ): Randomly select
a parameter ϕ ∈ Zp, at the same time for the property
Ui select two random parameters thetai, µi ∈ Zp; Ψ
that attribute U all attributes mapped to an integer,

Ψ({ui,j , ui,t}Ui∈U ) = ϕθ
ui,j
i µ

Z−ui,k
i .

2) Strategy recovery (verification) algorithm (γ): The
algorithm is designed to verify the relationship be-
tween user weight and access strategy. There are only
two structures:

• If ui,j ≤ ui,user,j′ and ui,user,t′ ≤
(ui,user,t, Ui,user = (ui,user,j′ , ui,user,t′ ⊆
Ui, γ can calculate the result
γ(ui,j≤ui,user,j′ ,ui,user,t′≤ui,user,t|Ui∈U)({ui,j , ui,t}Ui∈U )
∈ Zp in polynomial time;

• If ui,j > ui,user,j′ or ui,user,t′ > ui,user,t,
Ui,user = (ui,user,j′ , ui,user,t′ ⊆ Ui then γ
cannot be obtained in the polynomial time
{ui,j , ui,t}Ui∈U corresponding to the results.

The calculation process of is as follows:

γ(ui,j≤ui,user,j′ ,ui,user,t′≤ui,user,t|Ui∈U)({ui,j , ui,t}Ui∈U )

= (ϕθ
ui,j
i µ

Z−ui,k
i )(ϕθ

u
i,user,j′−ui,jµ

ui,k−ui,user,t′
i

i )

= ϕθ
u
i,user,j′
i µ

Z−ui,k
i

2.3.2 Linear Secret Sharing Scheme (LSSS)

Set P = {P1, P2, · · · , Pn} as a set of participants, if P
meets the following conditions of Π of linear secret sharing
scheme:

1) The share of the participant on the secret s consti-
tutes a vector on Zp;

2) There is a m rows n columns for the secret shar-
ing generation matrix M . Existing Map f maps all
participants i = 1, 2, · · · ,m to U , f(i) maps each
row of matrix M to a participant. Choose a vector
v = (s, v2, v3, · · · , vn), s ∈ Zp for the required shared
secret, v2, v3, · · · , vn ∈ Zp randomly selected. Then
Mv is s about Π’s n shares, and the ith share λi
belongs to the participant f(i).

By using the access structure transformation method
in [18], a monotonic access structure is transformed with
linear secret sharing, which is linearly reconstructed for
each linear secret sharing scheme. The specific recon-
struction method is as follows: Let (M,ρ) represent an
access structure T , S ∈ U is an authorization set, let
the set I = {i : f)i) ∈ S}, the existence of constant set
{wi ∈ Zp}i∈I , If λi is a legitimate authorized set for Π for
s,

∑
i∈I wiλi = s exists, otherwise there will be no such

constant set.
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3 Scheme Formalization and Se-
curity Model

3.1 Concepts of the Scheme Formaliza-
tion

In an authorization model comparison-based attributes
(range), there is a number of users. In the system, each
user is assigned a unique identity identifier GID. The CA
is responsible for distributing the key and managing the
attribute domain to the user, for the global attribute set
U = {1, 2, · · · ,m}.

In this paper, there are five algorithms, namely, Setup,
Encrypt, KeyGen, Tp-Dencrypt and Dencrypt. The next
five algorithms will be give a formal description:

1) setup(1λ → δ): In the system given a safe random
parameter 1λ as input, the system outputs the global
public parameter δ and the system’s master key pa-
rameter MK.

2) Encrypt(δ,MSG, T → CT ): The message MSG,
the global public parameter δ and the user specified
access structure T as input, export ciphertext CT .
T as input should be a monotone access structure.

3) KeyGen(MK,S → SK): The host key MK and
the user’s attribute weights set S as input, and the
user’s private key SK is output, assuming S ∈ P is
a weighted set of authorizations.

4) Tp − Decrypt(SK,CT → CT ′): In order to re-
duce the computational pressure when decrypting
the user, the user submits the private key SK to
the trusted third party agent decrypts the ciphertext
and decrypts the ciphertext CT ′ which the proxy de-
crypts to the user, for the next step.

5) Decrypt(SK,CT ′ → MSG): The encrypted data
holding user uses the private key SK and the cipher-
text CT ′ as the input for the system, and the system
will judge the information provided by the user to
run the decryption algorithm. If the user complies
with the access policy output MSG, the ⊥ will be
output and the system will be terminated.

3.2 Security Model

In the security confirmation process, a Challenger B and
an Adversary A are defined. The Adversary chooses and
challenges a Challenger, and the chosen Challenger ac-
cepts this challenge to play an indistinguishable under
chosen plaintext attack (IND-CPA) game. The rules of
an IND-CPA game are as follows:

System Initialization: A challenger inputs a stochastic
parameter λ, and then the system’s public parameter
δ and master key parameter MK are generated.

Phase 1: The Adversary chooses the attribute set to be
asked Ui = {ui,j , ui,t}Ui∈U submitted to the Chal-
lenger, and then the Challenger generates the corre-
sponding private attribute key by operating the key
generation algorithm and presents them to the Ad-
versary.

Challenge: The Adversary chooses and presents to the
Challenger two messages MSG0 and MSG1 with the
same length and an authorized access set Q, which he
wants to challenge. Ui,Ui∈U∩Q = φ is worthy of note.
The Challenger randomly chooses σ ∈ {0, 1}, com-
putes the ciphertext CTσ = Encrypt(δ,MSG,Q),
and presents the latter to the Adversary.

Phase 2: The Adversary repeats the work in Phase 1
and continues to inquire the private attribute key of
an attribute set Oi = {ui,j , ui,t}Oi∈U . O ∩ Q = φ is
worthy of note. The Challenger computes the private
attribute key according to the attribute value in the
attribute set O and presents this attribute key to the
Adversary.

Guess: The Adversary inputs his conjecture about σ′ ∈
{0, 1} according to the information in hand. If
σ = σ′, then the Adversary wins. The advantage
probability of the Adversary’s winning is defined as
AdvA := |Pr[σ = σ′]− 1

2 |.

4 Design of the Scheme Algorithm

In the access structure of this paper, users can submit
a monotonic access structure with (t, n) threshold, etc.
In the access structure, the user can specify the weight
range of the attribute, and only the user who satisfies
the access structure and satisfies the weight range of the
specified attribute in the access structure can complete
the decryption operation. Next, the program execution
process is described as follows:

setup(λ,U): Enter a security parameter λ in the sys-
tem, and the system call group generation algorithm
generates the multiplication cycle group G and GT
of the two order P , group G generated by g, existing
map e : G × G → GT ; Select the random number
α, β, φ ∈ Zp, and select two parameters {θi, µi}Ui∈U
for each property. Get the open parameter PK =
{g, e(g, g)α, gα, φ, {θi, µi}Ui∈U , h1, h2, · · · , hm}, mas-
ter key MK = gα.

Encrypt(δ,MSG, T → CT ): Input message MSG,
global open parameter δ and user specified access
structure T as input. Assuming that the attribute
Ui sets the range Pi = {τi, τ ′i}Ui∈U , {τi, τ ′i} is the
interval [ui,j , ui,k] used for the attribute in the at-
tribute access policy. Therefore, Vpi = V{ρi,ρ′i}Ui∈U =

ϕθ
τi
i µ

Z−τ′i
i exists. The data receiver not only needs

to satisfy the attribute access structure specified by
the user, but also satisfy the specific attribute of the
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range. The monotonic access structure T conversion
generates a linear secret sharing matrix (M,ρ), which
ρi maps Mi to specific attributes, and Mi represents
the i-th row of M . The algorithm randomly selects
the vector v = (s, v2, v3, · · · , vn), s ∈ Zp for the re-
quired shared secret; randomly selects rx ∈ Zp.

Output the ciphertext:
CT = {C = MSG · e(g, g)αs, (M,ρ), C ′ =
gs, Ci(i∈{1,2,··· ,m}), C

′
i(i∈{1,2,··· ,m})}. Among them,

Ci = ϕθ
ρi
i µ

Z−ρ′i · gαλih−rii

C ′i = gri , i ∈ {1, 2, · · · ,m}.

KeyGen(MK,S → SK): The r ∈ Zp is ran-
domly selected by the master key MK and the
user’s weight set S as input, and the weight order
value Ui,user(Ui∈S) := V{ui,user,j′ ,ui,user,t′}ui∈Ui∈S =

ϕθ
τi
i µ

Z−τ′i
i of the user attribute is calculated; the

private key SK = {V{ui,user,j′ ,ui,user,t′}ui∈Ui∈S ,K =

gαgαr, L = gr,KUi = h′Ui ,∀Ui ∈ S} of the user is
output, assuming that S ∈ U is a weighted set of
authorizations.

Tp − Decrypt(SK,CT → CT ′): The user submits the
private key SK to the trusted third party agent de-
crypts the ciphertext and then trusts the third party
to run the policy recovery (check) algorithm (Υ),
which is calculated by replacing it with the user:

Ĉ1 = C1/ψ({µi,j , µi,t}Ui∈U )

= ϕθ
ρ1
1 µZ−ρ

′
1 · gαλ1T−r1/ϕθ

µ
i,user,j′µ

Z−µi,k
i

i

So CT ′ = {C = MSG · e(g, g)αs, (M,ρ), C ′ =

gs, Ĉi(i∈{1,2,··· ,m}), C
′
i(i∈{1,2,··· ,m})} gives the user the

next step of decryption.

Decrypt(SK,CT ′ → MSG): The encrypted data hold-
ing user uses the private key SK and the en-
crypted ciphertext CT ′ issued by the system as in-
put, and the calculation constant wi ∈ Zp satis-
fies

∑
ρi∈S wiMi = (1, 0, · · · , 0). Decryption first

calculated: B = e(C′,K)
∆ = e(g, g)αs, among ∆ =∏

ρi∈S(e(Ĉi(i∈{1,2,··· ,m}), L)·e(Ĉ ′i(i∈{1,2,··· ,m}),KUi =

T ′Ui))
wi . Finally, it can be concluded that MSG =

C/B.

5 Security Confirmation and
Comparison

5.1 Security Analysis

Theorem 1. In the selected model, if there is an adver-
sary A in the probabilistic polynomial time can’t ignore
the advantages of breaking the program, you can solve the
q-parallel BDHE difficult assumptions.

Proof. The challenger sets the random parameter y by
Definition 1, selects a random parameter σ →R {0, 1},
and if σ = 0, there is Z = e(g, g)α

q+1

; Otherwise Z → GT .
Before the game begins, A will declare to the B, the access
structure M∗, ρ∗) to challenge, where the number of M∗

columns is n∗.

Initially. B first randomly selected α′ ∈ Zp, and α =

α′ + αq+1, there is e(g, g)α = e(g, g)α
′ · e(gα, gαq+1

).
B build parameter h1, h2, · · · , hm, for each x(1 ≤
x ≤ m) corresponds to a random parameter zx ∈ Zp,
if there is a set of ρ∗(i) = x for the index i, then hx =

gzx ·gαM
∗
i,1/bi , gα

2M∗i,2/bi , · · · , gα
n∗M∗i,n∗/bi ; otherwise,

hx = gzx .

Phase 1: A Queries an access set S, where S
does not satisfy the access structure M∗.
B randomly selected r ∈ Zp, seeking vector
−→w = (w1, w2, · · · , wn∗) ∈ Zn

∗

p to make w1 = −1,
and for all i have ρ∗(i) ∈ S, w · M∗i = 0. Define
t = r + w1α

q + w2α
q−1 + · · · + wn∗α

q−n∗+1, so

L = gt = gr · gw1α
q · gw2α

q1 · · · gwn∗αq−n
∗+1

; now
calculate Kx, ∀(x = Ui) ∈ S. First consider
the case for all i no ρ∗(i) = x, so KUi = Lzx ;
when there are multiple i makes ρ∗(i) = x, be-

cause it is not allowed to simulate gα
q+1

, Kx

does not allow similar to gα
q+1

items. Because
of w · M∗i = 0, all of the indices including αq+1

are going to cancel out. As a result, Kx = Lzx ·∏
j=1,2,··· ,n∗(g

(αj/bi)r
∏
k=1,2,··· ,n,k 6=j(g

αq+1+j−k/bi)wk )M∗i,j .

Challenge: A sends two lengths of the same message
to B as MSG0 and MSG1. B randomly selects
σ →R {0, 1}, encrypts MSGσ, calculates C =
MSGσ · Z · e(g, g)sα

′
and C ′ = gs, and then ran-

domly selects v′2, v
′
3, · · · , v′n∗ from B to get v =

(s, sα + v′2, sα
2 + v′3, · · · , sαn

∗−1 + v′n∗) ∈ Zn
∗

p ; B
randomly selected r′i ∈ Zp, i = 1, 2, · · · , n∗, available

Ci = ϕθ
ρi
i µ

Z−ρ′i ·h−r
′
i

ρ∗(i) ·
∑n∗

j=1(gα)M
∗
i,jy
′
j ·(gbi·s)−zρ∗(i) ·∏

k=1,2,··· ,n∗,k 6=j(g
αj ·s(bi/bk))M

∗
i,j and C ′i = gr

′
igsbi .

Phase 2: The same as Phase 1.

Guess: A output on the σ speculation, if σ = 0, there
are Z = e(g, g)α

q+1

; otherwise Z → GT . If B can
win this game, it can also win the Definition 1 by the
same advantage.

5.2 Scheme Comparison

In this section, we compare the aspects of security as-
sumptions, access strategies and policy development flex-
ibility, ciphertext length and fine-grained access control
with [21, 23, 29]. In the ciphertext length, assume that
the attribute set is I; access strategy and strategy devel-
opment flexibility to compare its access control and other
flexibility level, the contrast index for the development of
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Table 1: Scheme comparison

Scheme Ciphertext Size Assumptions Access Strategy and Flexibility Fine-grained Access Control

[21] O(nm) q-parallel BDHE Medium Yes
[23] O(nm) – Low Yes
[29] O(n) l-w BDHI Medium No
Our O(nm) q-parallel BDHE High Yes

a variety of policies can be developed access control struc-
ture; the main contrast indicator of fine-grained access
control is whether the comparison of attribute weights and
the comparison of attribute weights can be achieved in
the scheme strategy, such as whether to control the scope
of the attribute weight. The specific scheme is shown in
Table 1.

Figure 2: Simulation diagram

Analysis of Table 1, we can see that the proposed
scheme has better performance in the scheme proposed
in other literatures. In order to further illustrate the
program can meet the needs of social networks in terms
of performance, this paper simulates the environment i5-
4590 3.3MHz, 4G RAM running under Windows 10 Pro-
fessional; written in eclipse tools using Java, using the
JPBC 1.2. 0, in order to facilitate comparison, each at-
tribute is divided into eight sub-attributes for verification,
a specific description as shown in Figure 2. The number
of attributes increases exponentially from 2 to 8, and lin-
early increases from 8 (increasing by 8 each time). In
order to show the relationship between the number of at-
tributes and program run time. By calculating the time
can be drawn that the program consumed by the time can
be applied to multimedia social networks.

6 Conclusion

According to the characteristics of the property, this pa-
per found that the previous ABE schemes seldom pay
attention to the issue of attribute level. Therefore, this
paper proposes an encryption scheme based on attribute
weight order, and applies it to multimedia social network
to solve the problem of user privacy data protection and

authorization sharing. The program has the following two
characteristics: 1) the data owner can make more fine-
grained access control strategy according to the require-
ments, in order to meet the more detailed requirements
of the same attribute; 2) this paper not only consider
the sequence attribute weights, but also make a simple
comparison and set the attribute authorization interval
(range), increase the flexibility of the program and also
make it more suitable for practical application scenar-
ios. Through the comparative analysis of this scheme
and other programs, experiments show that the system
of this solution can be better adapted to the real appli-
cation scenarios. In the future work, in order to improve
the user experience, you can consider ways to use crowd-
sourcing [30,31] to improve system efficiency.
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