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Trusted Computing-enabled DRM System and its Security Protocols
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(Electronic Information Engineering College, Henan University of Science and Technology.L.uoyang 471003, China)

Abstract Digital rights management is designed to protect digital content usage from end to end. While, the hidden se-
curity problems in client system threaten the reasonable usage of digital contents. Through researching on trusted com~
puting technology,a common architecture of DRM combined with trusted computing was presented. Especially, the ap-
plication of trusted computing in license distributing and digital content usage was introduced. Then,an identity authen-
tication and key agreement protocol for trusted DRM were designed, and also described with its security analysis.
Through the protocol, license server can authenticate the DRM client and validate its integrity. Otherwise, the peer can
obtain sharing key to protect the digital license distributing.
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