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A Class of Quadrinomial Permutations
With Boomerang Uniformity Four

Ziran Tu, Nian Li, Xiangyong Zeng", and Junchao Zhou

Abstract—In Eurocrypt’18, Cid et al. proposed a new
cryptanalysis tool called Boomerang Connectivity Table (BCT),
to evaluate S-boxes of block ciphers. Later, Boura and Canteaut
further investigated the new parameter Boomerang uniformity
for cryptographic S-boxes. It is of great interest to find new
S-boxes with low Boomerang uniformity for even dimensions.
In this paper, we prove that a class of permutation quadrinomials
over [Fo2m with m odd has Boomerang uniformity four, which
gives the fifth class of such kind of permutation polynomials. Fur-
ther, the occurrences of 0 and 4 in the BCTs of the investigated
permutation polynomials are also completely determined.

Index Terms—Finite field, boomerang uniformity, differential
uniformity, permutation polynomial.

I. INTRODUCTION

HE Substitution-boxes (S-boxes), which actually refer to

vectorial cryptographic Boolean functions, play important
roles in block ciphers. To resist known attacks, these functions
are often required to meet various safety criteria including
the permutation property, high nonlinearity, low differential
uniformity, etc. The synthesis of these criteria makes finding
qualified S-boxes a challenging task.

Wagner proposed the so-called Boomerang attack in 1999
[20], and soon afterwards several variants of this attack also
arose [2]-[4], [8], [9]. Seen as extensions of differential
cryptanalysis techniques, the Boomerang-style attacks have
become popular to assess the security of block ciphers in
recent years. The ideas of such attacks are to regard a block
cipher as the composition of two sub-ciphers Ey and FEj,
and then select different characteristics for them. In 2018,
Cid, Huang, Peyrin, Sasaki and Song introduced in [6] a
new cryptanalysis tool known as Boomerang Connectivity
Table (BCT), to evaluate the subtleties of boomerang-style
attacks. The authors gave some theoretical analysis on the new
BCT property, as well as some relations between BCT and
DDT (Differential Distribution Table) properties. They showed
that the value of the BCT entry was greater than the one
in the DDT, and that for a given permutation, its BCT was
2-uniform if and only if its DDT was 2-uniform. Later, Boura
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and Canteaut further investigated BCT properties and the new
parameter Boomerang uniformity [5], they showed that the
Boomerang uniformity was preserved under an affine equiv-
alence and inversion, but not invariant under Extended affine
(EA) or Carlet-Charpin-Zinoviev (CCZ) transformations [5].
Since no APN permutation of Fan with even dimension
n > 6 is known, we can deduce that the permutation with
Boomerang uniformity four becomes actually optimal. To the
best of our knowledge, currently over finite fields with even
dimension (say Farn = Fy2m) there are only four classes of
permutations with optimal Boomerang uniformity, which are
listed as follows:

1) f(z) =271, n=2(mod4) [5];

2) f(z)=a2>*1, ged(i,n) = 2 and m = 2 (mod4) [5];

3) f(z) =a* 2+ ~yz, m = 2t and ord(y2 1) = 3 [10];

4) f(z) = oz +a2 22 T2 n =3t t = 2 (mod4),

ged(n,s) = 2, 3| (t+ s) and « is a primitive element

of Fan [12].
The first two monomials with optimal Boomerang unifor-
mity were found by Boura and Canteaut [5] and the first
binomial with optimal Boomerang uniformity was found by
Li et al. [10]. Very recently, Mesnager, Tang and Xiong
described in [12] more exactly the relation between BCT and
DDT properties of quadratic permutations. As a consequence,
they showed that the Boomerang uniformity of the Bracken-
Tan-Tan binomial permutations equals four and pointed out
that the quadratic permutations with optimal Boomerang uni-
formity obtained in [5], [10] can be readily confirmed by their
results.

The purpose of this paper is to find new permutations with
optimal Boomerang uniformity for even dimensions. To this
end, we investigate the Boomerang uniformity of a class of
quadratic quadrinomials over Fy. with the form

oMt om omt+lq 2m 42 3
fl@)=2"""" f a2 T fax® T faszd®, (1)

where n = 2m, m is odd and a1, as,a3 € Fan. This class
of quadratic quadrinomials over Fy» was firstly studied by
Tu et al. [17] as permutations and then was investigated
more completely by Tu et al. [16]. Note that the Boomerang
uniformity of the above quadratic quadrinomials cannot be
determined by using the relation between BCT and DDT
properties of quadratic permutations obtained by Mesnager,
Tang and Xiong in [12, Theorem 5] (see Remark 2) which
makes the determination of its Boomerang uniformity a
hard problem. In this paper, by adopting the equivalent
characterization of Boomerang uniformity via the maximal
number of solutions to a two-equation system obtained in [10]
and employing special treatments and certain techniques

0018-9448 © 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: University College London. Downloaded on May 24,2020 at 09:13:38 UTC from IEEE Xplore. Restrictions apply.



