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Abstract In recent years, with the unceasing development and extensively application of new generation
of artificial intelligence technology, the automatic detection, dissemination and control of fake information
in online social networks (OSNs) have been widely and generally concerned by the government and
regulators, academia and industry. Fake information detection in OSNs is mainly studied and discussed
from two different aspects of both information content and social context auxiliary information. Research

on fake information propagation on social media dated back to exploring dynamics models on the rumors
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spreading in complex network and small-word network previously. Even within recent three years, some
hybrid and interactive propagation pattern and behavior studies on both social human and social bots have
been done. The diffusion control methods of fake information in OSNs mainly focus on the node control
and access control/usage control. From two different angles of social object (fake information) and social
subjects (social human and social bots), the research of fake information detection, propagation and control
are discussed deeply and systematically, the related works are also analyzed and compared in this paper.
Firstly, we comprehensively review some important and crucial research works of fake information
detection from home and abroad in recent years, and especially focus on the unique characterizations
(content features, social context features) and existing models (content models, social context models and
hybrid models) of fake information detection. Owing to the difference between fake information and rumor
in OSNs, we also briefly summarize the characteristics of rumor detection, which include content features,
user features, topic features, propagation features, behavioral features and multimedia features. Secondly,
research on the dissemination of fake information is primarily divided into two aspects: the dissemination
of fake information based on social human and the propagation of fake information based on social bots.
Here, three effective methods for the detection of social bots in OSNs are also discussed, which include
graph-based approaches, crowdsourcing-based approaches, and machine learning-based approaches. Based
on the analysis and comparison of the detection methods and propagation patterns and strategies of both
social human and social bots, the general rules of spreading fake information of two kinds of social subjects
are represented, respectively. Then, we systematically review and analyze the control methods of fake
information dissemination from two levels: node control and usage control, and present a usage control
model that applys to the research of fake information dissemination. Furthermore, the methods of data
collection and annotation for fake information are systematically introduced, and some public online
datasets that used to do research about detection, propagation and control from popular social media
platforms, such as, Twitter, Facebook, Sina Weibo, are described. Finally, a novel social situation security
and analytics framework that covers five layers (social entity layer, social environment layer, social
behavior layer, social intention layer, social goal layer) and six elements (social object, identity, action,
desire, environment, target) are proposed, and future research issues, challenges and possible research
directions for cross-platform propagation and control of fake information are presented. We hope that social
situation security proposed in this paper will provide theoretical basis, technical support and application
scenarios for the realization of both virtual social cyberspace security and ecological governance of network

information content.

Keywords Online Social Networks; Fake Information; Social Bots; Artificial Intelligence; Usage

Control; Social Situation Security
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A5 ) AN S FIW R P B B RRES CRUEEL)
CEF . Wa ) A TR
S BT P B R 05 1) S o B2
[571[671[68] BE BRI R 8 U5 2 10 45 R B 28 000 24 At ST A5 2L 15 B R ;
L 4% AR A M AR ARG U
AR BRI A B SR . RSB . A Il
MF1 A

N [ AT 5 B2 A SR S M EUBHR RN D T RER AN DT T, IPAG AT 38R 25 I R A Sk JE 4L
P REA IR AT 15 BEBT M IR A P A3 A 3 SRR BE L P ALY A L

VA (E-{ s SN P e N EE SUN EF SRV 8 1 | R SRR R g (T

[811261[691[70]
R

G P
(711 B o 1

RINKTHEEAHRELES P FEEEELES R,

P TR e

BEENAES C. RN ES M AE BAEEEUR EHREEE R
P A 9 PRCMA £ 005 A G
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THARHEER, HHXWEE S FERE, A~
RE A& I S AL 3G S R B & . BE X IE TR S S
AR B IR G L H#E, Do £ 2is Fiar
IR AL (Independent cascade model, ICM ) Filzk
PEB{ERC A ( Linear threshold model, LTM ) JEITF#t
5%, ABIX P SEBIRIES JE T FAAY , R R[]
B )12 RE X MERE R, PR A T S
B 2E M-

EEXF LR RIAFAE AN IR 22 Ab, Wen %6 AP
T — A IE EE SO A T E SR A AL 1Y S AR
R AR RE I T AR B ) e ke, R T A
AT B 300 5 P A A 2 RS S B AT SR FE A T
BRI FERE [, 2P T SEOTERE 3l ) 224
RUGs2 0. A58 245 S0k B T 3l AL 4 A T B Ok
0 T A R R BT AL 0 — PP UK
W&, SCHR[6SIRI MG | B2 Bntk . B Uk kB A
J 5 AR A Y AR ER 4 DR, &
S — PR T REAL R AL R B 157 SIS BEAL, kA
FEBAE R AL L.
3.1.2  FETHA MG BT R BAZ 5

HH TA% G S8 A VR Y S R AT R P A D A7 %)
AT RE, — BB N DR S SR B i, %
5 BRI 43 R AN ] R 2 551 B 7701 Glenski 45 A\ P00
B A5 SR I 43 R {E 15 B (Trusted) . iy J5 1
(Clickbait) . B % i& (Conspiracy theories) . & &
(Propaganda) Fll i {2 {5 . (Disinformation) 5% 5 35, 4
Xf Twitter #1100 J7 2655, 705l A DR FI
NBFRARPAS T, FIHB ML HJe 2580
W T AR K G, AL S AT AR
R 5 SO [R AT AR BE R U A P o A 4 5 1R
B P AigcE . P o R RN BOR IR A g
FREEE ANy =W PRI S, AT 4 R & B —/NER 4y
o BE I BR8P 00 5 KR40 i RS B AL, ARIR
AFNEZ 208 T B AR A A T oAt P 25 3 =2
B2 ERGEE, TR KNP AERH P =0
{587 TR 5 S P, (EXT T AT R8T TR U N 25 1 43 7
R KRB P 2 AR R AT AR ] B =i R
3 T e USRI B R P R R % P S AT R4y
EE AR R IR ] 4> 2 NS, Vosoughi S
5L NDIBE Science M1 B & FRIBSCH AR, il BF5E
2006 4F % 2017 4E7E Twitter b & A Y FIiAT ELAE 9234
SRR B AR R N S AR RE IS O, BRI A S R
b, R ABOHT A LG B AL AR AR . R
PRz, AT R BOA R, Hs e LA

ST R O ) B S TR
NATTH B R S B A B S FEAL 4R R,
REBCHT I T AT POBRA, FLS5H
gk T TN B BERRET. 5155
IS B, AR LA A L TR ) B ik 1 L5
TR BT 8] B A% 4%, X R R 5 R AU 19 BL B S T 1)
IR E L, RN CAEPLEE A ) B4 T hef%
& B ABORT 9. SCHR[6813 i 0 M Twitter - 2016 455
B GEE RSB 40 Z8 I (20 S5 ELIH H A 20 25
Bopr e ) FEAEREI E 225, & BUBE R it ia] i #E
B, REARCH AL RE R NS i, ESH I 1AL
PR 2R T . 33X 7850 2 W R MBOHT 9 A A5 4 2 ]
Frekny, WTLGKEE T2 AR, %S0k
NGRS AT VR A I PRI % R, Glenski 25 A1)
B Xt se MmN AL S [ SR A AN ] o] 45 B2 5 e
R A RN, & AL AL g AT AS ] AT B A
BT B A U ) IR A7 AR 25 S, 3 Ao ol FH TR B AR R
MratsS LA A RIAE 38 AR 68T 1 R R i i, I
FRig R EIE . RE . FE. ARE ., Wb, gk
TH AR . 58 UE & BXE R A5 A T P F U5 A s iz
I =R AP NIEE (N A S Y ' | R S O ORI =1
JEE A A% B 1 SR WA SR A SR A, s SiE SR EE A
. SCHER[70]M8 ] Twitter A1 Reddit P/t A2 i
PS5 RIS P X6 T A5 R S 1 P i ke 1 s
R, R T AT A AR A 2 R AR
A P X e DA R P 5 02 4 kg TR 2 AR 5] [l 2%
AR AR BES: , @A fd T 1080 J7 4% Twitter i1
620 Ji %% Reddit PFi¢ 38 I 2 i 7 X6 v 45 24 R O 4
B T OH YR A B 0 3 BB R s g 28 T BT o 8k AR e B
Twitter “F- £ 1 9 FH 7 X A A5 760 R A8 1 DA 105t ) S5 g
A P AP W 25 5, [HFE Reddit V57 L1
ERBNMIZ.
3.1.3 T EEA AU S ALK

BT 9 4% B A5 BB A AL RE 9, Rao 4%
NTUABINE B R RS P 5 BIIEES R,
FENEES C. LIBENES M. (5 BALHBRCR
P A% S AER, 2T PRCMA £t BEH
PR R AR b Rk IP={P, R, C, M,
A}, [ 4 BARZ T PRCMA JCAH EHIE R HE R,
32 EFHZHBAMERESIMEE

FEASHLAS A — A~ EHE D RE R X A E B
SN ALEE | Bl A 227 & F P Rl iRl £
A BEALAL ST HLAS NAT M k38, #hseblds A
FEfe BALHE 5 i 5 A TR M (o, ] ke i
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4 SIS B A5 HE PRCMA ZZ R

51T RZ W N BT WL AAE 4 B AR5 2 1AL
HlEFTIRA RGN TE, A& R AR S
PR PR AL T A RO ORI AR A B A Al 2 B
FEAL ML AL A I JE A, U JT o0 vE i A
MRS & FEEA RS L NIKS, A fefg it
— L W B G A S ML A A AL R R A5 B . I
Mo, AR TERSY, 43 At 2L as A 777
FEAZHL A AR AR AL SRR B B 5% SRR N & e e
BT BT

TEAL A AR 5, XAk A8 HLge A FIAEAE
SRS AL AR () B 1 2 —, BFSEAEHEA AL
HFEAS LR ARSI 7, A7 BT L4 il #E A8 ML AR
NG R B BIRG R, HAT, fagHLEs A )
W FES R TR . T AR I L
FFEF ML 2T Tk

(1) T E WAL AR 7 i

AL M-, 438 4% T B S 0, 1 4L
LARNZ AR, 58N BB H R TE 1T
B4 TR SRR ] 1) — B 3 AR I 55 T v o A
AL AT B TSR ik 22
I A PEAG PR 32 B A 5 2R 1 53 55 R A T 0
B R 28 07 ik F R A P 2 (8] Y BE 2 45 A4H DL
PR, X R AE B AR DT AT 4028, T B e PR
BRI WY 1Y A ) RTINS
SCHR[7314 T —Fh 3 T Rl LI AE 19 SybilWalk J5 ik
AT B AL AR, 5l b ic A 1E 5 H
FALE B AL AL APRZ B AN BN SOk et
ZEWE, AR BEMLIE A B RS R I e Sk 52
MLEs A AT fiETE. Mehrotra 2 AF9E A 51 U745 i 16 BCH:
A BT SO S ANRRAE 18 N T 2%
DR B AL AR AR = Fh B PR A #1528 & v i
HIRTER, TR g BRI E L BA R r

ZALRETT, HERH A H] 95%.

(2) FET AR FESEHL A J7 7k

BE T AL B A S AL A 5 vk 2 R g i
VEWCAR K H AR N 51 A B/ 22 6 v 45 8 Tk A
NBERHA R oy N, R X AE2E F AR AN AL SE AL
AU Alarifi SEAFFEN 5L I AR 1977
%, Wi RS, X 2000 ASEEHLIK P AT
PERAARTE , JFEAS AR08 09 FSLPE A R
ZERF AR FE PR R IR B 96%. BAAARAL
DT EAER I A S ML N 507 T 22 FE A HAR
EANFfE—Se B, B, MBI EPHAEK
(RPN UL PS5 % NN TE T N
A RAS 3 JLU, Aebpidd B i P 89— 2845 N B
EE, ATRES B ER AR TAE NG, TS A
NAERMEE ;s Fa, T AR ARSI TAE 55
FE R A 97720, XA TAR & A S H AR K
SF-AIRE S AT A AL T B WA A bR v, TR B2
B — 87 HLP D A B T AN A FL5E iUAE 55, 7
W 5 00 25 SR 1 o P

(3) FETHLE T AL LA A I 7 ik

BT LA T AR S ARSI 57, 1 S xd
R PN e S P NESE S N L S R T )
O, BRJE R ALGR o AT P B AR R B TT
WEFE. % 3 AN INRAIE | B PRO R bR FTER
PESEAFTT I, RGEVEH L E N AMIFIE A e T AL
SEMLAF AR A ROR L. Xt s HLAs A A
FROEBFTE, EZNRIZEARE, P RRIE, SSACRRTE,
IFRVRAAE , AR AE AN ERFIESE 6 RSl
FAEATJEITATSE,  Heh 9 28 4R A 2 AN ] 4 JBE 4R
s B R, it ek . P S B E A S )
2, FEMPEREUR T R B A L SRR B Lk
G—LOGE R IE ;. P RHIE AL TE S . MR A



2270 it A

Bl

A2,
&

i 2021 4E

WS BRI ) 25 5 STACRRAE AL 45 55 Mk P AL I R A
KB IRVEGS R, BN fSETEH | PR
R S5 R A A ALK I ERR R TR
TEBLFE P25 A2 ORIV 2% A s TRIRC S, & A 4 ST
S AT L A AT PSSO [ A B ] 18] B 55 5 LA
FAIEZHE Tl [ RTE F A B R IR F LR,
HER VA PEAR TE S5 5 I AR 2 6 — L858 T A A
Twitter FiAT IR T, GG AR, TR41L

SRR R AR vk, EEOR IR
PLARAK . SZRFm AL BT L | R~ Sl
FD5R, ORIK GBI AE ARSI g ik
FeAT HUA o e O S oy R ORI TT i, R HERR
M X o ix PR AL A A, AT DA S I BR A A
RS S AR S, 75 OSNs ARG
2 AFEAIATHE. 5 45 IR T LR A T YA L
i AL IHEZS.

e R
3B R By (=R7S
Wegks
Y
R RN VISRECESE | HLae3e T Ak
R
rand=E-IN
MREELE Pl B R
T HHAHLEA
FRRIPEA,
Fl5 T PLAF T AYHE IS HLAS A AE 42
F 3 HRHEARNR LI
N FRIE LSRN .
fE#H R — - — — —— g€
) 2% HIA LR Fisf [ N7 1% e % Fl

Varol &5 A\ 28 RF v v v v v v 90% Twitter

Alarifi % A\ SVM v v v v v 93% 93% Twitter

Morstatter 25 A1 AdaBoost v v v 79.76% 75.91% Twitter

v 96.5% Reddit

At [82] .

Costa “F A Act-M v 94.7% Twitter

Jr 4 N\ 183 Wavelet, RF v v v v 94.47% Twitter

Fazil 2 A\ 84 RF v v v 79.7% 78.91% Twitter
Shi 2 A\ 183 K-means®® 4 4 4 93.1% 95.2% CyvVOD!"!

Cai 2 A1 BeDM v v v v 88.41%  87.32% Twitter

BeDM v 83.49%  84.11% Twitter

Ping % A\ 1% CNN, LSTM v v v 98.6% 98.1% Twitter

Sneha % A% LSTM v v v 96% 96% Twitter

CNN, LSTM v v v 87.58%  88.30% Twitter

Cai & APY Boosting v v v 85.23% 84.77% Twitter

BoostOR v v v 83.16% 86.10% Twitter

Clark %5 A\ 92 NLP v v v 90.32% Twitter

Walt 26 A\ % RF v v v v 87.11%  49.75% Twitter

TE: TERRIEFIR T v RIRIZSCHRAT IO N BRI, 28 1 3R % SRR TN L B RHE. TEIT 8 BRFI R T, # SCIRXTRI Y F1 48

RS U 7 % SCRRAR A I U 46 45

Morstatter 2 A '3 o 3 U 7 5% % 4 SCB0CR:
e 2% A HE SR I 5 ] Y 2 A S
K . URL i 82 P IR % & I (i) (0] B 26 AR AE 2350
(3)-(6)=%, 2 —FhHh 4 [nl R 5 & XA W=

mH F

>J BoostOR ARAY | 7455 738 i PEAR HEHR R A4 [1] K
ZHB KRR, RN G AEREEILEE A, 52
WS R WoR O R B A EER R, DME TR A
] DL 0 A 28 AR R 4 R I BR TR 2 14t 32
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B NI, TSGR FLSE AR 15 L

Hx‘x € tweets", X is reweet‘

Retweet (U) = 3)
‘tweets“
‘tweets”‘ weets”
Length(u) =Z'—S (4)
tweets
‘{x| X € tweets”, x contains URL}‘
URL(u) = Q)
‘tweets”
1 N
Time(u)=—F—> (t —t_,) (6)
tweets” —1;‘ Lo

SCHR[8213 T AT MG s ], 7 56 T
6] 3% Zh Y B RL Act-M ( Activity Model, Act-M ),
T2 TR o 005 A A AR P AS TR AT Sk 18 B 1] i) s
A3, DT SR A b ARG 0 S A e R
SCHR[83]4 H — A 3L T/ I A B AY , SRAE I OSNs
HfE BAEHE k. IR AR P SOA P 4545 2 0
TR, I B I/ R 7 R T ] ik ) R SO ek
BT R BRI 1) &, 55 o Bl AL AR PR s
P RIERw N G NG ENLES A, Fazil
2 N3 e 4 OSNs Hf Twitter FH 7 SRS HLE A
HIAS AT ERAE, ¥ Twitter F P 20 MG ER . W sh Al
ARG . HR A Twitter iR . 8 sh MU TS
2Nl O o N B N VAN e Y PO R R (1A E D sVl
BN ZCHNE . ZH FEENRFE, 2R
DUrEST | DR R 22 B BT SRR R HLAR AR 3 AL
S kXA A AR AR T 4325, Shi S A i A
R R B2 V887t I s v B 27 B ) 2 4
WE 28 AT O B (R 1) bR AR SR R AR, i3 R I
K-means FREESRAGH CyvODP 2254 h
BB B AL LR

BiE REHE . IR EDR, WEE 5]
KT H—RNT e 2R IbIRE. fEAASLE A
R FE o, BFSE N DL I B O 2E F AR RIS AL
a NG T I REE AT N R AE , 13 PR T 22 2 i Al
RIX AP IX P AR, TRBE 2 > 138U ol TR J2 1Y) i 28 )
LER Y. PP 2 M 4 (Recurrent Neural Network,
RNN)J& — MR i 2 28, 76X ) gl i [] )37 371 4
A AR A B 4 8 A Sy i LA Y. BT
#22 A SR NG K AT R ] LR AR & — i [R] P51
FE PN S 1 i A 8. 2 [R1 e AG [T 52 %) B[] ] o
It BB — 255 BRI T &7 50 a] LI AR B
BEAIF 28 N 5138 5 P B RNIN VE 73 2B, RNNJE 2
B AR AR (X, Xy, X ) 5 AR T HT A

BOBUIR 258 (hyhy, - he) B i (0,0,
o), Hb T AR AMKEE. N 18] TH iy R
HEATIEAR
h = tanh(Ux, +Wh_, +b) @)
o =Vh+c ®)
Hrpu, WV 3 5lE A2 Bz . )= 2
Bl )2 . B2 205 2 BCE RS, b Al ¢ AW
B, tanh( ) AU IE VIR R AL 7 B2
I"J ¥ 50 (Gated Recurrent Unit, GRU){Z U T 1Y
RS

z =o(xU,+h W,) )
r=o(xU, +h_W,) (10)
h = tanh(xU, +(h_, - )W,) (11)
h=01-2)-h, +z-h (12)

A BT v PR AR B B A5 DATIE Y A
AT A, BT z 8 ST W LART A N AR 31 2
R )2 K B /N, Ry 26 BEORCIR 25y 1 168 106 34375
%?S[%]-

Cai SFWFFE N B PSR H — A Sy 134 58 0 % A5
AI(BeDM), & JC6F P 250 A B 1] SCARBICHE D)4
WU e i B 2, U AR A R 2 I 2%
(CNN)PTRIH S 1342 P 4% ( LSTM ) BEEe P82 1l Ay
TRBE2E S HESE B P NS B AT 015 B ATl
Bk kst LA N S 2 R 2y T e R
K% 88.41% . AMIE K 86.26%. F1 N 83.32%. It
4h, Ping 2 NPMR T — A5 T E 2 ) Bk
( DeBD ) 4t 22 HLs A AR Y | 24507 Py 25
TESREUZ | SO B (R R AE £ B2 PN 25 15 (]
FRERLG R TEN A FESRIUZ , 8 CNN 3k
PR P Z B 2 A AR R &R . ZEHE SCoT 8 it (]
FRFHEBUZ , 38 ] LSTM e BU& A oo B il v A
B TEVRRAE. 7ENZSRHIE AL A 2, RS R ARAE 5 N 2
FRAERLG , SCBU AR ALA A ORI, SCHR[90]38 1
PRI N2 FOCBHR AR A I RRAE , 32 T —
FF R CRKEWEZ (LSTM ) 2R il I i 4
W 2 FEATAESE ML KGN . SO 25 R0, %2
41 S HLAF N RN FE2E AR N 4388 B AT LS B 43
KK (AUC>96% ) . Bl 6 2T IRES 2T
BB AL S AL AN, BIF 5T N B3 H R B4 R AR A A
o AR e

TE 2016 436 E g Kk BuG S FH, #h2etlds
NG 3 4 S AR 5 AR R AR AT A5 B ok 5T 19 32 ) F
FENGI) iz . E BB K BB Rk A S [ Ep
S UYNKF Filippo Mencze S5 58 A 51 7 5 T
PeFEARINT) CHSR - B ) &R R,
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W ARFE T AFHE SRULARES ARG ]

a. P KRR || a. AP RS, P a. INAHRHIER B a. IETA%;

P51 IFIHRE B A2 BRI Z ML b. W,

b. AR ABEA | | b PR, P L c. FH[E1H;

SR, vl E N T R] b. 47 HAFEREL d. B

FI 1] ] 5 KA 4% e. FL;

\ / & C

K6 T IREE B SS LA AR IHESS

ZSCHR M THE 2016 A3 Bg kA (2016
45 AhAa) & 2017 4 3 H ) Twitter | 1400 7 454k
SCRIHE K1) 40 J7 5 SCE, RIAFEACHLER N8 &7
TR B TR (28 R 245 R R A5 B W, X
SO 3l 7 A SR I 5 = ) R = S A% A 2 4
BN ) B SCE R R IG MIRAE T T K Ae k. #1232
Mlas Nid 2im it B2 g2 ohae, K HAndg mp s
W 22 AR 22 B 52 3 B FH P . 3RO I 22 T LA
B, S N R N LA 5y 32 B P N BRAE (R 52 ]
PR K — et AS LR N B A N 25, JF Bk id i
ST I, AN SRAEEIE I A B AS — /NER 43 (29 10% )
G NS, JLFREIERRIR TS BN 2
BEREROMERE. SCHR[99BER X 2016 4FEE M4 K
e, AT Twitter At S AL A% AR BT 180 A% 43 1 g5 5
RIS WL A N AE S A B A% 4% 09 A1 e o 16 R
It H A ) A XS A IR P, T AR R AR
B sy Fik, AT E Y 2 3t 58

I

HLAS N AT K BGHT A 5200 AT, Gilani S5 10
W AE Twitter FBCE —PHEACHLAR A, FEN
Web [l 55 #f L XS4 Z2 T iy BRSO 4 2R A7 20
Br, SOREBHUSAEH LA N R LD, HE
MIXAE S B L B AT T R ™ A T R

A
4 OSNs BB BisHl L5210 8a A

TEREAS WS-, e HR AR A B A% 4 A st ]
BICK AL 38 75 1 40 M AL IE R . AL 3% v AL 48 I 45 .
WA B, Y ET RS A R R B
& L REHEA T AL 4K T AL R 5 451, DTSR B 3457
CERET L CMNGT AE— R BB shvE B SOk g
REAB A5 BAL 3%, OSNs T[] 42 il S AR Bk 32 ) 28 155 5,
A EYLAGRS, tRRE BRE A E
Vi ) AR 147 B8 ) — TSR B R . SCRik[101]48
H T OSNs Pyl hlik R4, E 7 s, %Ik

2
il
5]

K

9 R AL R
 BERBIT

SR STt A

Wi "\

BB BHERE

5 ARHEVI
ERMFIHER
DL R G E A s

RIS PR R

6 7

i i

7] a]

*® b

% it

1 iR HEAE A 4 s % W
ERBE IR E i )

EHIR N —

/17 OSNs Vil il fh R g 1)
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ES a1 R B R R S Y A A EUSN L S e AR
S, DA 255 ik ke R A A5 5 A 4 v 118 5 T 4 i 1]
AL FENT AR RERLA T, ImRes — N TR 4L
AR5 G At 52 1 45 15 [ 45 o) 1A P 4 o B2 AR AR 46
B, LBURRAG BB RT R A AR, e AT s
W 2% 23 [] 22 4 % AR g B B O G TR R D RE A
OSN s K i fr B A48 19 i i) 75 vk U7 I 7 i
(oA A O vk AR, 03T 24 i PR AR S ATE 5 3
BRI T30
41 EREEBEBOT RIES

HE B A S AL 3 P 7 ik BB ST, i ) P ek 1)
R IS SC R G U IR 4. B0
PIRZE, (1) T B il ok, %05k
LR 35 85 T AOR B AL 3 R BUH B Ik S
B Y B R T B B IR AU Z A AR ELR A, AT
ANBEDREE | A S P ] — Se HA R ) A SIS
(2) T 5 m0 J7 1 5 s o A B R i o is
PageRank S HEFRIE, YU HAT — L8 B0 )
BT AR, TR TR B BT IRk R AR R L 1]
MM E R, 2T W R AR B R . B
XF ERMSETIIERIA R ZAL, SCHR[102]4% i —Fh 2
TNV R A AR S AL R P AES , f Bt B K
DL Sk 9 RURBAT w8 2R 7 05, AT B AR
U 14 R B AR B AL i P I AR

Wang %5 AUV 33 73BT OSN Hh B 1448 1 I 4%

EZEE AN (1N A E DR -5 R VA S R AP 7 I e 1 38
N FPURAE RS SRR S R, S —
PP T FH P AR XA i B A AR s A, I ad i
15 FLSL IR X 45 AR AT 73 AT A5 1 I 4% B A5 4k S5 90
IR LRI W 28 M B B VTR SC &R . SCHR[104] 58
THRG| %) PageRank Bk, $#&H T —F BB
BAGIE W 715 Fidic, %7 k5 BEHLIE R 45 1 B
e BT ISR I S R T A G R
il S5 M EE A AR A TS B . He 45 A4 —
Tt 5 T S AL X 4 (R A T AL 1 20 T S B, ARl
i o3z FH ST 5 s R ik b A i 2 S A R R A
i SEPH W RN, SRBHIEFS 3 OSNs i 5 1y
4%
42 EREDREBHERES

U [R5 il A5 3 2 5 kg T A €0 1Y) 7 [ 428 o A
AU BT P Y U ) 4 A A I T O R W U7 R 45
AL, X SRR IR A BRI R E
BOTFE KRG B VI, 7E OSNs f5 8 0= it
Fr, ETMmaUinEfEEFHZELR . X
R R HPREIHFPER A P35
TR 6 R AR G B G R, BT R vin 5
AR A AL 2 P 2Z (8] B & R OC R AT RAL DI R], R
SEEAL S TP X SR AL R, PR 1R B
M4, 26 4 XF OSNs H B AR ek 1 iy ] 42 il
HERY, JEAT X AT

F 4 OSNs i [a$= Hl {2 B X3 btk 2 #7

HO ok e 1R 2 Sk .
. . " SCRR[1051RISCHR[106170 I3 T P S R LT . Hi a2 A EE, #
B EYi 7 b - . e . . N o e
FRRMHRRHER (105-107] s OSN Dl b, SCHIRTT07]H8 H 3 T 70 9 36 28 17 o )
ST P A 7] A [108] S FH P U LR RO | AR T LU B 4 SR o S i )
¥4 e 17 2 2 5 £ 0 G52 S IRHREAL P RVBELL I ) (5 L
R4 1 s [109-110] K 1 FE s A i 5 1 TR W AH 25 SR AH P RN R 4 (8] 2 A5 L it

ERE
TE 1) 9 2 2 [ B 5 T PSR (111

T X o 2 2 i) o AR B AR HEAT A A, BN SR T A S D ] 4 i AL

PR AERAAT (Hide In The Crowd, HITC) Z%E,%FR %% OSN F-&

BT 02 (1 T i o A 784 [112]

JHP B A W45 A B0 2 PR BO A B A, i o S S S5l ) e 2 7 [ 42

[E 41 Pang % AV OSNs (14 ] 2 il ]
MBA B 5 Rl 7 P08 E T OSNs D5 [R) 4%
WK, ML AT S IR A R, 6
ETH AR A G R L e, il T —1aEH
FU P RSE R R SAE SR OSNs B, JfR
AR 24 (Hybrid logic) A fLfilid T E i
PSRN, Bui S5O SRR T O R A A 4 o
TE SCOR T P 5 ) A ) B9 T ) 0 R, oG
FIEGI AR R T BRoR, Bk U0 T

EEX G Z MRS AR BE. U, 4R T PR TS R
1l 51 R AR SR s 14 Je P a4 4 e TR
EN MR o R i P = B W B =
SR AL TR A B, SCRR[108)id id iz T 2
WAL S I 2% rh B TP B P L BRI S A R U5
S5, AT RAER U IR, JF R AT
iR, $E i T — ey R | B R
R U 22 4 SR vh ST R A D 5, i R AR
BLHIE] CyVOD HAZ -6 L, SCBN P& 3% 4
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[HEZS R Har, ERNANESEX TG T 2 iR A Rt

T B Ak P A R A oA B A ) 3 A R
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Background

With the rapid increase of Online Social Networks
(OSNs) users, especially the emergence of social bots, the
extensive spread of fake information has a severely negative
effect on individuals and society. In order to control the spr-
ead of fake information in time, many researchers have beg-
un to do research in this field. Therefore, many new findings
have been published on the detection, dissemination and
control methods of fake information. These research results
are playing increasingly important roles in the security of
OSNs, but there is rare literature report on research works
on both social human and social bots potential and hidden
propagation intentions detection and distribution usage con-
trol. The purpose of this paper is to make a survey on existl-
ng relative theories and methods, and to outline some issues
and challenges that can be addressed.

This paper reviews important research achievements
made by computer scientists in fake information detection,
dissemination and control from the perspective of artificial
intelligence in recent years. Firstly, we present two aspects
of the fake information detection methods on characterizati-
on and models. Secondly, we comprehensively and systema-
tically analyze and compare the detection methods and pro-
pagation patterns and strategies of social human and social
bots. We then summarize the control methods of fake infor-
mation dissemination and provide a usage control model of
fake information propagation. Moreover, we also discuss the
method of fake information data collection and annotation,
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and some public datasets for detection, propagation and co-
ntrol. Finally, we propose an integrated SocialSitu (Social
Situation) security analytics framework, and further discuss
future research directions of cross-platform propagation and
control of fake information based on social situation analy-
sis theory and federal learning technology.
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